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AUTUMN TERM: LIVING IN THE WIDER WORLD
Curriculum purpose: To prepare pupils to participate safely and critically in digital life, resist harmful online influence, protect themselves from fraud and misinformation, and approach work experience with professional awareness.
1. CURRICULUM INTENT
Develop pupils’ understanding of their rights, responsibilities and wellbeing when communicating and participating online.
Enable pupils to recognise hate speech, xenophobia, extremist narratives and possible pathways into radicalisation.
Teach safe, lawful responses to harmful content, including reporting, counter-speech and trusted-adult support.
Build practical protection against phishing, fraud, scams, blackmail and other forms of cybercrime.
Strengthen critical judgement about chatbots, AI-generated advice, misinformation and emotionally persuasive technology.
Challenge online misogyny and harmful gender stereotypes while promoting positive belonging and respectful role models.
Prepare pupils for work experience through health and safety, professional conduct, communication and purposeful reflection.
2. AUTUMN TERM CURRICULUM SEQUENCE
	#
	Lesson focus
	Core knowledge and understanding
	Learning experiences
	Evidence / assessment

	1
	Online behaviour and responsibility
	Online actions can support or harm wellbeing. Users hold rights and responsibilities and should monitor how their conduct affects other people.
	Audit personal internet use and risk; analyse scenarios; research safety guidance; classify rights and responsibilities; create a positive online-behaviour message.
	Risk list, scenario reasoning, rights/responsibilities sort and campaign slogan.

	2
	Hate speech and extremism
	Hate speech targets identity through discriminatory communication. Radical views do not automatically lead to violence, but extremist content may normalise hostility or support harm.
	Define and identify hate speech; sort online attitudes; analyse language and impact; explore different forms of extremism and sources of support.
	Annotated example, reasoned discussion and accurate recognition of harmful content.

	3
	Tackling hate and radicalisation
	Free speech and hate speech have different boundaries. Counter-speech can challenge stereotypes, xenophobia and extremist claims without escalating harm.
	Revisit types of extremism; analyse a radicalisation drama; compare free and hateful speech; explore counter-speech; create an inclusive response poster.
	Comparison table and counter-speech poster demonstrating inclusion.

	4
	#BeeWell, fraud and blackmail
	Pupil voice can inform local wellbeing action. Phishing, fraud, scams, blackmail and cybercrime use deception, pressure or stolen information for personal or financial gain.
	Complete the anonymised #BeeWell survey; define key fraud terms; read about common scams; research sources and record protective actions in the booklet.
	Survey participation, key-term accuracy and completed fraud-source table.

	5
	Chatbots, AI and critical thinking
	Chatbots simulate human conversation but can give false, unsafe or manipulative advice. Risks include privacy loss, dependency, misinformation and reduced contact with real support.
	Explore why chatbots feel persuasive; assess health, relationship and privacy case studies; recommend safe responses; create a younger-pupil advice post.
	Case-study analysis and critical-thinking advice graphic with clear support routes.

	6
	Online misogyny and positive masculinity
	Toxic masculinity promotes restrictive or harmful expectations. Misogyny and manosphere content can exploit loneliness and the need to belong, then reinforce hostility towards women and girls.
	Define key terms; examine online and real-world impact; discuss protective positive belonging; compare case studies of constructive male role models.
	Vocabulary notes, discussion responses and qualities of a positive role model.

	7
	Fake news and media literacy
	False content may seek money, influence, attention or disruption. Critical thinking requires checking source, evidence, date, author, purpose and corroboration.
	Analyse a viral story; research motives; use a checking guide to classify examples; debate whether deliberate fake news should become a criminal offence.
	Source-check decisions, balanced written argument and end-of-unit evaluation.

	8
	Work experience preparation
	Preparation supports safety and learning. Pupils need clear protocols for absence, lateness, mistakes, communication, confidentiality, online conduct and workplace health and safety.
	Complete work-experience administration; solve workplace scenarios; set personal goals; research the organisation and roles; record preparation and later reflection on Unifrog.
	Journal entries, scenario decisions, placement research and specific development goals.


3. END-OF-UNIT KNOWLEDGE AND SKILLS
	Pupils should know
	Pupils should be able to

	• how online behaviour can affect wellbeing, relationships, reputation and safety
	• assess online risk and apply rights, responsibilities and reporting routes

	• the meanings of hate speech, xenophobia, extremism, radicalisation and counter-speech
	• distinguish free expression from harmful content and create responsible counter-speech

	• the main features of phishing, scams, fraud, blackmail and cybercrime
	• recognise common fraud techniques and choose protective actions

	• why chatbots may provide inaccurate advice or encourage unhealthy dependence
	• evaluate chatbot advice, protect privacy and seek qualified human support

	• how misogyny and harmful masculinity narratives spread through online communities
	• challenge misogynistic ideas and identify healthier sources of belonging

	• why fake news exists and the checks used to test online claims
	• check sources, compare evidence and write a balanced argument about misinformation

	• the professional conduct, safety and communication expected during work experience
	• apply workplace protocols, set goals and record preparation and reflection on Unifrog


4. ASSESSMENT AND EVIDENCE OF PROGRESS
Assessment is formative and uses booklet responses, scenario analysis, pupil discussion, campaign products, source-checking and work-experience planning. Progress becomes visible when pupils identify a risk, explain how influence or harm operates, then select and justify a safe response.
Baseline and retrieval: online uses and risks, definitions of hate speech, prior understanding of AI and fake news.
Application: online-behaviour scenarios, counter-speech, fraud-source analysis and chatbot case studies.
Pupil voice and communication: #BeeWell, campaign products, balanced argument and discussion of online influence.
End point: Living in the Wider World evaluation plus work-experience goals and journal evidence.
5. KEY VOCABULARY
online behaviour • digital footprint • cyberbullying • online rights • online responsibilities • wellbeing • hate speech • discrimination • xenophobia • extremism • radicalisation • counter-speech • free speech • reporting • #BeeWell • phishing • fraud • scam • blackmail • cybercrime • personal data • chatbot • artificial intelligence • validation • dependency • conspiracy theory • misinformation • toxic masculinity • misogyny • manosphere • belonging • role model • fake news • troll • source • evidence • corroboration • work experience • protocol • confidentiality • health and safety • accountability
6. CHARACTER, SMSC AND WIDER CURRICULUM LINKS
	Area
	How the unit develops it

	Character and employability
	Inclusion and understanding through respectful digital conduct; critical thinking through media and AI analysis; curiosity through source-checking; responsibility and accountability through work experience.

	SMSC
	Moral reasoning about speech and harm; social responsibility online; reflection on belonging and influence; understanding how hatred, misogyny and misinformation affect diverse communities.

	Digital and media literacy
	Online risk, privacy, fraud, AI, persuasive design, source evaluation, misinformation, reporting tools and responsible content creation.

	Safeguarding and Prevent
	Recognition of hate speech, extremist narratives, radicalisation, blackmail, manipulation and harmful online communities, with clear reporting and support routes.

	Careers education
	Work-experience protocols, health and safety, communication, workplace research, goal setting, journal evidence and Unifrog recording.

	Literacy and oracy
	Defining complex terms, analysing scenarios, comparing free and hateful speech, producing counter-speech, evaluating sources and writing a balanced argument.


7. SAFEGUARDING, INCLUSION AND DELIVERY NOTES
Revisit PSHE ground rules and distancing techniques before content on hate, radicalisation, blackmail, sexualised material, misogyny, mental health or harmful relationships with technology.
Do not display unfiltered extremist, hateful, fraudulent or misogynistic content. Use approved extracts and follow school filtering, Prevent and safeguarding procedures.
Make immediate reporting routes clear for blackmail, threats, sexual coercion, fraud, hate incidents, radicalisation concerns or unsafe AI advice.
Teach pupils to preserve evidence, stop contact where safe, avoid payment or further sharing, and involve a trusted adult or relevant service rather than handling blackmail alone.
Treat chatbot health or mental-health advice as unverified and reinforce that pupils should consult qualified professionals and trusted adults.
Avoid reinforcing harmful stereotypes when teaching masculinity and misogyny. Include varied, positive models of masculinity and respectful relationships.
Check all external links, support details, survey instructions, work-experience dates and school reporting procedures before delivery.
8. LEARNING WALK LOOK-FORS
Pupils can identify the online risk or influence being studied and explain its possible impact.
Pupils use digital-safety, extremism, fraud and media-literacy vocabulary accurately.
Responses move beyond “block and report” to include evidence, trusted support, platform action and appropriate professional help.
Discussion challenges hateful or misogynistic ideas without repeating or normalising harmful content.
Booklets and digital products show progression from recognition to evaluation and safe action.
Work-experience preparation shows knowledge of communication, safety, accountability and purposeful goal setting.
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